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An IT change management audit is crucial for ensuring that changes to
IT systems and processes are managed in a controlled and efficient
manner, minimizing the risk of negative impacts on business operations.
An audit checklist for IT change management typically covers areas
related to policy, planning, procedures, implementation, and review.
Here's a comprehensive checklist to guide you through an IT change
management audit:



1. Policy and Governance

Change Management Policy: Verify the existence of a formal change management
policy.

Roles and Responsibilities: Check if roles and responsibilities related to change

management are clearly defined and communicated.

Compliance: Assess whether the change management process complies with relevant

regulations and standards.

2. Planning and Procedures

Change Management Plan: Ensure there's a documented change management plan

outlining the process for managing changes.

Change Advisory Board (CAB): Check if a CAB or equivalent group exists to review

significant changes.

Standard Operating Procedures (SOPs): Verify the existence of SOPs for different types

of changes (standard, emergency, etc.).



3. Change Initiation and Classification

Change Request Form: Confirm that a standardized form or system is used for

submitting change requests.

Change Classification: Ensure that changes are classified according to their type, risk,

and impact.

Prioritization: Check the criteria for prioritizing changes based on urgency and impact.
4. Risk Assessment and Impact Analysis

Risk Management: Assess the process for identifying, assessing, and managing risks

associated with changes.

Impact Analysis: Verify that an impact analysis is conducted for each change to

understand its effects on business operations and IT infrastructure.

5. Approval and Implementation

Approval Process: Evaluate the process for reviewing and approving change requests.

Change Schedule: Check if there's a schedule or calendar for planning and

communicating changes.

Emergency Changes: Assess the process for handling urgent changes that need to be

implemented immediately.



6. Testing and Validation

Testing Plan: Ensure that a testing plan exists for changes, including criteria for

Success.

Documentation: Verify that changes and their outcomes are properly documented.

7. Communication and Training

Stakeholder Communication: Assess how stakeholders are informed about changes,

including timing and methods.

Training: Check if training is provided for staff affected by changes.

8. Review and Continuous Improvement

Post-Implementation Review: Verify that a review is conducted after each change to

assess outcomes and identify lessons learned.

Metrics and Reporting: Evaluate the use of metrics to monitor the effectiveness of the

change management process and for reporting to management.



9. Tools and Technology

ITSM Tools: Assess the tools used for managing changes and how they support the

change management process.

Integration: Verify the integration of change management tools with other IT

management systems (e.g., incident management, configuration management).
10. Security and Confidentiality

Security Measures: Evaluate security measures in place to protect sensitive information

during the change process.

Access Control: Check the mechanisms for controlling access to change management

tools and information.

*This checklist is a starting point for conducting an IT change management audit. Depending on the
organization's specific context and requirements, additional items may be necessary. It's also essential to
periodically review and update the audit checklist to reflect changes in technology, business processes,
and regulatory requirements.



